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Protect Your Passwords 

• Choose passwords wisely. Passwords should be at least eight characters long and use a combination of 
letters and numbers. 

• Don't use easily recognizable phrases or number combinations such as your birthdate, your mother's 
maiden name, and so on. 

• Change your passwords on a regular basis. 
• Never write your passwords down or store them on your computer. 

Remember the Limitations of Email  

• Email messages are not as private as you might think. Unlike online banking or shopping sites, which 
usually use secure, encrypted data transfer protocols, email travels across the Internet unprotected. 

• Avoid including information such as credit card numbers, your Social Security number, or your driver's 
license number in any email messages you send. 

• Never open files, click on links, or download programs emailed to you by strangers. Use file sharing 
programs with care. Downloading unknown files could expose your system to a computer virus or spyware. 

• Use spyware and anti-phishing toolbars from reputable companies such as iS3. 

Shop Wisely 

• Always use a secure browser to guard your online transactions. An easy way to tell if a site is secure is, 
during the checkout process. Make sure the site URL starts with "https" instead of "http," and a small 
padlock icon is displayed in the lower right-hand corner of your browser.  

  

• Use the latest browser version available to be sure your browser has the most up-to-date encryption 
capabilities. Best browser to use is Mozilla's FireFox . 

• Look for Website privacy policies. They should answer questions about how the site manages the accuracy, 
access, security, and control of personal information collected by the site, how the information will be used, 
and whether it will be provided to third parties. If you don't see a privacy policy, or if you can't understand it, 
consider doing business elsewhere.  

• Only use a credit card for online shopping.  Do not use a check or debit card. 

Take Advantage of Online Banking  

• Despite the hype about online identity theft, online banking is actually quite safe. You're more likely to have 
a credit card statement stolen from your mailbox than have a thief access your records from your bank's 
website. Choose to receive bank and credit card statements online instead of through regular mail. 

• When you finish your banking transactions, log out of the banking site, particularly if you are using a 
computer to which others have access. 

• Use your online banking system's email alerts to keep you informed as to when any transactions are made. 

Keep an Eye on Wireless Devices 

• The more sophisticated your mobile phone technology, the more careful you have to be to protect the 
information that you store in it. 

• If your phone is Bluetooth-enabled, keep the Bluetooth features turned off unless you are currently using 
them. This will prevent someone from accessing your phone without your knowledge. 

• Try not to store financial information, account numbers, or other sensitive data on any mobile phone or 
other wireless device. They're small, they're portable, they're convenient and they're easily lost. 
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Before It Happens: Offline 
Most identity theft still happens the "old-fashioned" way: Dumpster diving. Mail theft. Lost wallets. Follow 
these guidelines to protect yourself in the real world. 

 Secure Your Mail 

• Check your mail every day. 
• Better yet, use a secure mailbox for incoming mail. If your home mailbox is not secure, consider receiving 

your mail at work or renting a mail box at the US Post Office.  
• Place outgoing mail (especially if it contains sensitive documents, such as checks) in a secure US Postal 

Service mailbox. 
• Call (888) 5OPT-OUT or visit www.optoutprescreen.com to have your name removed from the marketing 

lists sold by the three credit bureaus for two years to stop unsolicited credit card offers. 
• Know the schedule for when your bank, credit card, and other account statements arrive by mail. Contact 

the relevant company immediately if a statement is late. 
• If going on vacation, call the U.S. Postal Service at (800) 275-8777 to have them hold your mail at the post 

office until your return. 

 Keep a Close Eye on Credit Cards  

• Write "See ID" on the back of your credit cards in the signature line. 
• Sign your credit cards with a different signature than your full, legal signature (for example, first initial, last 

name). 
• Carry only those credit cards you absolutely need. 
• Keep backup or emergency credit in a secure location. 
• Ask for carbons at retailers that use old fashioned cards credit card imprint devices. 
• If a receipt includes your full account number, request that the retailer or restaurant black out all but the last 

four digits on their copy. 
• Keep a list of all your credit accounts and bank accounts in a secure place so you can quickly call the 

issuers to inform them about missing or stolen cards. Include account numbers, expiration dates, and 
telephone numbers of customer service and fraud departments.  

• Cancel all unused credit cards and charge accounts. 

Check your Checks 

• Do not have your bank send your new checks to your home address. Tell the bank that you prefer to pick 
them up in person. 

• Do not put your Social Security number on your checks. 
• Have your first and middle initial and your last name instead of your full name printed on your checks. 
• If asked to put a credit-card number or account number on the payment check you send to pay bills - only 

write the last four digits. 

Shred Everything 

• Invest in a cross-cut shredder and shred every document before you discard it, including data CDs and 
credit cards. 

• Don't use shredded papers as packaging filler. 
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 Don't Ignore Your Trash 

• Keep trash cans inside your garage or in a gated yard except on trash day. 
• Put trash cans out for pickup the morning of trash day instead of the night before. 
• Put all trash in closed and tied trash bags. 

Read Your Statements 

• Review your bank and credit card statements each month - each week if you use online banking - for 
unusual or unauthorized transactions. 

• Order a copy of your credit report at least once a year. You are eligible for a free credit report each year 
from the three major credit bureaus, which you can order by visiting www.annualcreditreport.com. (Super 
Tip: If you space these out by ordering one from each bureau at a time, you can get one every 4 months). 

• If going on vacation, call the U.S. Postal Service at (800) 275-8777 to have them hold your mail at the post 
office until your return. 

 Be Alert at the ATM 

• Cover the ATM keypad with your free hand when entering your PIN. 
• Avoid ATMs that belong to banks or organizations that are unknown to you. 

Don't Pick Up the Phone 

• If a caller claims to be with a government agency or a company you do business with, ask for their name, 
organization/company, phone number, and extension, and tell them you will call them back. Then find the 
company's official number from the phone book, account statement, or other authentic source, and return 
the call. If they pressure you, tell them that you will not give that information out for security reasons and 
hang up. 

• Invest in caller ID so you know where incoming calls are really coming from. 

Be a Cautious Contestant 

• No matter how good a contest sounds, don't enter it if it is sponsored by a company or organization that you 
are unfamiliar with. 

• Keep copies of contest entries along with contact information of contest sponsors. 

Travel Light 

*** Always keep your wallet/purse in a safe place – especially at work. *** 

*** Do not carry the following in your wallet/purse: 

• Social Security card 
• Birth Certificate 
• Passport 
• Military ID 
• Driver’s License or Insurance card with Social Security number on it 
• Paychecks or pay stubs 
• Bank deposit slips 
• More credit/debit cards then you absolutely need 
• Receipts with credit card number 

 

Don’t want to worry about 
identity theft? 

 

www.VeteranProtect.org 
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How Do You Know? 
 

Here are some things to watch for that may indicate you have been hit: 

• Lost / stolen wallet 
• Car or home broken into 
• Data breach letter from company or association 
• A call / letter saying a creditor has received a credit application with your name and Social Security number 
• A call / letter approving or denying you from a creditor 
• Credit card, utility or telephone statements with your name and address for which you did not apply 
• Change of address statements (checking accounts, utility and phone accounts) 
• Missing mail (i.e. – bank, credit card, telephone, utility statements) 
• Unrecognized purchases on your credit card statement 
• Unrecognized deposits, transfers, withdrawals especially international use of bank, checking or 

investment/savings accounts 
• Collection agency call / letter saying you defaulted on an account you never opened 

If you look at your credit report (which you should) here are some possible signs you have 
been hit: 

• New accounts, closed accounts and collection accounts 
• Name or address change 
• Employment change 
• Credit limit change 
• Tax liens 
• Judgments 
• Bankruptcy filings 
• Unauthorized inquiries 



 
NATIONWIDE CONSUMER REPORTING COMPANIES - REPORT FRAUD 
 
Consumer 
Reporting 
Company

Phone Number Date 
Contacted

Contact 
Person Comments

Equifax 1-800-525-6285    

Experian 1-888-397-3742    

TransUnion 1-800-680-7289    

  
BANKS, CREDIT CARD ISSUERS AND OTHER CREDITORS  
Contact each creditor promptly to protect your legal rights.
 

Creditor Address and 
Phone Number

Date 
Contacted

Contact 
Person Comments

     

     

     

  
LAW ENFORCEMENT AUTHORITIES: REPORT IDENTITY THEFT
 
Agency/ 
Department 

Address and 
Phone Number

Date 
Contacted

Contact 
Person

Report
Number Comments

       

       

       

            

 

https://www.econsumer.equifax.com/consumer/sitepage.ehtml?forward=online_dispute
http://www.experian.com/disputes/index.html
http://www.transunion.com/content/page.jsp?id=/personalsolutions/general/data/DisputeCreditReport.xml


Instructions for
Completing the ID Theft Affidavit

To make certain that you do not become respon-
sible for any debts incurred by an identity thief,
you must prove to each of the companies where
accounts were opened or used in your name that
you didn’t create the debt.

A group of credit grantors, consumer advo-
cates, and attorneys at the Federal Trade Commis-
sion (FTC) developed an ID Theft Affidavit to
make it easier for fraud victims to report informa-
tion. While many companies accept this affidavit,
others require that you submit more or different
forms. Before you send the affidavit, contact each
company to find out if they accept it.

It will be necessary to provide the information
in this affidavit anywhere a new account was
opened in your name. The information will enable
the companies to investigate the fraud and decide
the outcome of your claim. If someone made
unauthorized charges to an existing account, call
the company for instructions.

This affidavit has two parts:
• Part One — the ID Theft Affidavit — is

where you report general information
about yourself and the theft.

• Part Two — the Fraudulent Account
Statement — is where you describe the
fraudulent account(s) opened in your
name. Use a separate Fraudulent Account
Statement for each company you need to
write to.

When you send the affidavit to the compa-
nies, attach copies (NOT originals) of any support-
ing documents (for example, driver’s license or
police report). Before submitting your affidavit,
review the disputed account(s) with family mem-
bers or friends who may have information about
the account(s) or access to them.

Complete this affidavit as soon as possible.
Many creditors ask that you send it within two
weeks. Delays on your part could slow the investi-
gation.

Be as accurate and complete as possible. You
may choose not to provide some of the informa-
tion requested. However, incorrect or incomplete
information will slow the process of investigating
your claim and absolving the debt. Print clearly.

When you have finished completing the
affidavit, mail a copy to each creditor, bank, or
company that provided the thief with the unautho-
rized credit, goods, or services you describe.
Attach a copy of the Fraudulent Account State-
ment with information only on accounts opened at
the institution to which you are sending the
packet, as well as any other supporting documen-
tation you are able to provide.

Send the appropriate documents to each
company by certified mail, return receipt re-
quested, so you can prove that it was received.
The companies will review your claim and send
you a written response telling you the outcome of
their investigation. Keep a copy of everything you
submit.

If you are unable to complete the affidavit, a
legal guardian or someone with power of attorney
may complete it for you. Except as noted, the
information you provide will be used only by the
company to process your affidavit, investigate the
events you report, and help stop further fraud. If
this affidavit is requested in a lawsuit, the company
might have to provide it to the requesting party.
Completing this affidavit does not guarantee that
the identity thief will be prosecuted or that the
debt will be cleared.

DO NOT SEND AFFIDAVIT TO THE FTC OR ANY OTHER
GOVERNMENT AGENCY



If you haven’t already done so, report the fraud
to the following organizations:

1. Any one of the nationwide consumer report-
ing companies to place a fraud alert on your
credit report. Fraud alerts can help prevent
an identity thief from opening any more
accounts in your name. The company you
call is required to contact the other two,
which will place an alert on their versions of
your report, too.

• Equifax: 1-800-525-6285;
www.equifax.com

• Experian: 1-888-EXPERIAN
(397-3742); www.experian.com

• TransUnion: 1-800-680-7289;
www.transunion.com

In addition to placing the fraud alert, the
three consumer reporting companies will
send you free copies of your credit reports,
and, if you ask, they will display only the last
four digits of your Social Security number on
your credit reports.

2. The security or fraud department of each
company where you know, or believe,
accounts have been tampered with or
opened fraudulently. Close the accounts.
Follow up in writing, and include copies
(NOT originals) of supporting documents.
It’s important to notify credit card companies
and banks in writing. Send your letters by
certified mail, return receipt requested, so
you can document what the company
received and when. Keep a file of your
correspondence and enclosures.

When you open new accounts, use new
Personal Identification Numbers (PINs) and

passwords. Avoid using easily available
information like your mother’s maiden
name, your birth date, the last four digits of
your Social Security number or your phone
number, or a series of consecutive numbers.

3. Your local police or the police in the com-
munity where the identity theft took place
to file a report. Get a copy of the police
report or, at the very least, the number of
the report. It can help you deal with credi-
tors who need proof of the crime. If the
police are reluctant to take your report, ask
to file a “Miscellaneous Incidents” report, or
try another jurisdiction, like your state
police. You also can check with your state
Attorney General’s office to find out if state
law requires the police to take reports for
identity theft. Check the Blue Pages of your
telephone directory for the phone number
or check www.naag.org for a list of state
Attorneys General.

4. The Federal Trade Commission. By sharing
your identity theft complaint with the FTC,
you will provide important information that
can help law enforcement officials across
the nation track down identity thieves and
stop them. The FTC also can refer victims’
complaints to other government agencies
and companies for further action, as well as
investigate companies for violations of laws
that the FTC enforces.

You can file a complaint online at
www.consumer.gov/idtheft. If you don’t
have Internet access, call the FTC’s Identity
Theft Hotline, toll-free: 1-877-IDTHEFT
(438-4338); TTY: 1-866-653-4261; or write:
Identity Theft Clearinghouse, Federal Trade
Commission, 600 Pennsylvania Avenue,
NW, Washington, DC 20580.

DO NOT SEND AFFIDAVIT TO THE FTC OR ANY OTHER
GOVERNMENT AGENCY



Victim Information

(1) My full legal name is ___________________________________________________________
                                (First)  (Middle)           (Last)                 (Jr., Sr., III)

(2) (If different from above) When the events described in this affidavit took place, I was known as

____________________________________________________________________________
(First)    (Middle)           (Last)                              (Jr., Sr., III)

(3) My date of birth is ____________________
                                            (day/month/year)

(4) My Social Security number is________________________________

(5) My driver’s license or identification card state and number are__________________________

(6) My current address is __________________________________________________________

City ___________________________  State _________________ Zip Code ______________

(7) I have lived at this address since ____________________
                                                                     (month/year)

(8) (If different from above) When the events described in this affidavit took place, my address was
______________________________________________________________________________

City ___________________________ State _________________ Zip Code ______________

(9) I lived at the address in Item 8 from __________ until __________
                                                                 (month/year)        (month/year)

       (10) My daytime telephone number is (____)____________________

My evening telephone number is (____)____________________

ID Theft Affidavit

Name __________________________________ Phone number _______________________ Page 1
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DO NOT SEND AFFIDAVIT TO THE FTC OR ANY OTHER
GOVERNMENT AGENCY

How the Fraud Occurred

Check all that apply for items 11 - 17:

(11) ❑ I did not authorize anyone to use my name or personal information to seek the money,
credit, loans, goods or services described in this report.

(12) ❑ I did not receive any benefit, money, goods or services as a result of the events described
in this report.

(13) ❑ My identification documents (for example, credit cards; birth certificate; driver’s license;
Social Security card; etc.) were   ❑ stolen  ❑ lost on or about __________________.

                                                                                                                       (day/month/year)
(14) ❑ To the best of my knowledge and belief, the following person(s) used my information (for

example, my name, address, date of birth, existing account numbers, Social Security
number, mother’s maiden name, etc.) or identification documents to get money, credit,
loans, goods or services without my knowledge or authorization:

_________________________________ ____________________________________
Name  (if known) Name  (if known)
_________________________________ ____________________________________
Address (if known) Address (if known)
_______________________________ ____________________________________
Phone number(s) (if known) Phone number(s) (if known)
_________________________________ ____________________________________
Additional information (if known) Additional information (if known)

(15) ❑ I do NOT know who used my information or identification documents to get money,
credit, loans, goods or services without my knowledge or authorization.

(16) ❑ Additional comments:  (For example, description of the fraud, which documents or
information were used or how the identity thief gained access to your information.)

____________________________________________________________________________________

____________________________________________________________________________________

____________________________________________________________________________________

_____________________________________________________________________________________

____________________________________________________________________________________
(Attach additional pages as necessary.)
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DO NOT SEND AFFIDAVIT TO THE FTC OR ANY OTHER
GOVERNMENT AGENCY

Victim’s Law Enforcement Actions

(17) (check one)  I    ❑ am    ❑ am not    willing to assist in the prosecution of the person(s) who
committed this fraud.

(18) (check one)  I    ❑ am     ❑ am not    authorizing the release of this information to law
enforcement for the purpose of assisting them in the investigation and prosecution of the
person(s) who committed this fraud.

(19) (check all that apply)  I    ❑ have     ❑ have not    reported the events described in this affidavit
to the police or other law enforcement agency. The police    ❑ did     ❑ did not    write a
report. In the event you have contacted the police or other law enforcement agency, please
complete the following:

_____________________________ _________________________________
(Agency #1) (Officer/Agency personnel taking report)
____________________________ _________________________________
(Date of report) (Report number, if any)
_____________________________  _________________________________
(Phone number) (email address, if any)

_____________________________  _________________________________
(Agency #2) (Officer/Agency personnel taking report)
_____________________________ _________________________________
(Date of report) (Report number, if any)
_____________________________ _________________________________
(Phone number) (email address, if any)

Documentation Checklist

Please indicate the supporting documentation you are able to provide to the companies you plan to
notify. Attach copies (NOT originals) to the affidavit before sending it to the companies.

(20) ❑ A copy of a valid government-issued photo-identification card (for example, your driver’s
license, state-issued ID card or your passport). If you are under 16 and don’t have a
photo-ID, you may submit a copy of your birth certificate or a copy of your official school
records showing your enrollment and place of residence.

(21) ❑ Proof of residency during the time the disputed bill occurred, the loan was made or the
other event took place (for example, a rental/lease agreement in your name, a copy of a
utility bill or a copy of an insurance bill).



(22) ❑ A copy of the report you filed with the police or sheriff’s department. If you are unable to
obtain a report or report number from the police, please indicate that in Item 19. Some
companies only need the report number, not a copy of the report. You may want to check
with each company.

Signature

I certify that, to the best of my knowledge and belief, all the information on and attached to this
affidavit is true, correct, and complete and made in good faith. I also understand that is affidavit or the
information it contains may be made available to federal, state, and/or local law enforcement agencies
for such action within their jurisdiction as they deem appropriate. I understand that knowingly making
any false or fraudulent statement or representation to the government may constitute a violation of
18 U.S.C. §1001 or other federal, state, or local criminal statutes, and may result in imposition of a fine
or imprisonment or both.

_______________________________________ __________________________________
(signature) (date signed)

______________________________________
(Notary)

[Check with each company. Creditors sometimes require notarization. If they do not, please have one
witness (non-relative) sign below that you completed and signed this affidavit.]

Witness:

_______________________________________ __________________________________
(signature) (printed name)

         _______________________________________ __________________________________
(date) (telephone number)

Name __________________________________ Phone number _______________________ Page 4
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I declare (check all that apply):
❑ As a result of the event(s) described in the ID Theft Affidavit, the following account(s) was/were

opened at your company in my name without my knowledge, permission or authorization using
my personal information or identifying documents:

Completing this Statement
• Make as many copies of this page as you need. Complete a separate page for each

company you’re notifying and only send it to that company. Include a copy of your
signed affidavit.

• List only the account(s) you’re disputing with the company receiving this form. See the
example below.

• If a collection agency sent you a statement, letter or notice about the fraudulent account,
attach a copy of that document (NOT the original).

Fraudulent Account Statement

Creditor Name/Address
(the company that opened the
account or provided the goods or
services)

Account
Number

Type of unauthorized
credit/goods/services
provided by creditor
(if known)

Date
issued or
opened
(if known)

Amount/Value
provided
(the amount
charged or the
cost of the
goods/services)

❑ During the time of the accounts described above, I had the following account open with your company:

Billing name ___________________________________________________________________

Billing address__________________________________________________________________

Account number _______________________________________________________________

Example
Example National Bank
22 Main Street
Columbus, Ohio 22722

01234567-89           auto loan      01/05/2002       $25,500.00

Name __________________________________ Phone number _______________________ Page 5
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Additional Resources 
Free Annual Credit Report – www.annualcreditreport.com 
Federal Trade Commission - www.consumer.gov/idtheft 
Privacy Rights Clearing House - www.privacyrights.org 
Identity Theft Resource Center - http://idtheftcenter.org 
National Center for Victims of Crime - www.ncvc.org 
The National Fraud Information Center - www.fraud.org 
The National White Collar Crime Center - www.nw3c.org 
United States Secret Service Financial Crimes Division - 
www.secretservice.gov/financial_crimes.shtml 
Anti-Phishing Working Group - www.antiphishing.org 
 
www.equifax.com order a report: 800-685-1111 report fraud: 800-525-6285 
 
www.experian.com order a report: 888-397-3742 report fraud: 888-397-3742 
 
www.transunion.com order a report: 800-888-4213 report fraud: 800-680-7289 
  
Social Security Administration www.ssa.gov 

US Postal Service www.usps.com/postalinspectors/fraud 

U.S. Department of State, Passport Services www.travel.state.gov/passport 

 

OK, now what? 
You've read all the advice and have all the paperwork.  Now you are in a great position to make an 
informed decision.  If you can imagine yourself completing all of the necessary steps and are sure that you 
have the time to spend on this problem to completely fix it- great!  You have the tools now all you need is 
time.   

If on the other hand if you would rather not go through the hassle of cleaning this up, don’t have the time or 
don’t want to worry about missing a step, great!  Enroll today in the VeteranProtect program and for less 
than 50¢ a day you will be protected from ALL forms of identity theft. 
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